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security for
the masses

An alarming rise in malware threats is
creating serious risks for Irish businesses,
writes Dermot Corrigan

he number of

viruses and mal-

ware threatening

Irish businesses is

growing at an

alarming rate, ac-
cording to Dermot Hayden,
Sophos’ sales manager for Ire-
land. Hayden said these threats
were a serious risk to the IT in-
frastructure and applications
on which many businesses re-
lied.

“There has been a huge in-
crease in threats over the last
few years. Sophos’ labs are
now seeing 150,000 new pieces
of malware every day, which is
one unique new malware file
every 0.9 seconds each day of
the year. There has been alarm-
ing growth from 50,000 per
day in 2009 and 95,000 per day
in 2010.”

Hayden said many of these
threats could be picked up
while browsing websites that
appeared to be perfectly safe.
“A large proportion of the
threats are web-based and
most are spread through legiti-
mate websites, so you do not
need to go to disreputable sites
to get infected,” he said.

“The trends are towards
large increases in the use of so-

cial engineering and social
media, fake anti-virus products
and internet marketing techni-
ques. E-mail hosted threats,
although not new, are still a
major threat vector.”

Solutions

With these threats evolving
so quickly, vendors had re-
cently decided to take a more
proactive approach to neutra-
lising them, said Hayden.

“Inthe past security vendors
were able to issue updates
which dealt with threats they
had already seen,” he said.
“Clearly, when you are getting
150,000 new threats a day it is
impossible to be reactive. You
have to be proactive and be
prepared in advance.”

Hayden said this had led to
the development of ‘heuristic’
intelligent systems such as So-
phos’ Host Intrusion Preven-
tion System [HIPS].

“Instead of looking for a
piece of malware which has
been found previously and a
solution to it developed, HIPS
looks for traits in any software
code it comes across to see if it
bears any resemblance to

something it has seen before,”
he said.

“It might have the finger-
prints of a particular malware
code writer, or it might ask the
machine to do something unu-
sual such as connecting to a
server in Nigeria. You need a
system in place to detect that
sort of activity.”

These intelligent systems
tended to be made up of a
number of different comple-
mentary elements, said Hay-
den.

“Web scanning in endpoint
security keeps users safe while
not on the secure corporate
network, and the tie-up be-
tween web and endpoint will
develop further,” he said.

“Network Access Control
[NAC] has always been neces-
sary, but was often overlooked
by companies that might have
felt it was too complex or diffi-
cult to implement. It is now be-
coming a mandatory
requirement to create a secure
environment.

Data loss prevention tech-
nologies are also now a manda-
tory requirement in any
endpoint security solution.”

With mobile internet use so
widespread now in many Ir-

Dermot Hayden, Sophos’ sales manager for Ireland

ish-based organisations, Hay-
den said that a company’s
internal IT security systems
must be able to communicate
with out-of-office staff’s de-
vices.

“When users are not pro-
tected by the corporate net-
work, as they are at home or in
a hotel, they still need protec-
tion from malicious websites,”
he said. “That should then be
tied back to your web security
system on your own network,
so the two are working to-
gether.”

Hayden advised organisa-
tions to look for solutions
which combined the above
protections, to avoid leaving
gaps through which threats
could enter. “The IT security
landscape is littered with com-
plex and disparate solutions,”
he said.

“The threat may be very
complex but the solution inter-
face need not be.”

The bad guys

The image of the computer hacker as a
rebellious teenager looking for atten-
tion is out of date, according to
Dermot Hayden.

““In the past malware or viruses
came from clever but ill-advised
adolescents who wanted notoriety,”’
said Hayden.

““You knew then you had a virus as
the cursor moved across your screen
deleting your words and then your
files disappeared.

‘“That is long gone; it is now about
very highly organised criminal gangs,
largely South American, Russian or
Chinese, stealing data for financial
gain. The other difference is they do it

in a way which you do not know.”’

Hayden said that, these days, mal-
ware was designed with the express
purposes of stealing valuable and
sensitive information on companies
and individuals.

‘It is really data that these people
are after. That might be information
on an individual to enable them to get
into their bank account and steal
money from them,” he said.

‘“It might also be intellectual prop-
erty from a company which the
criminals can use for financial gain.
They are always looking to get new
types of data and thinking of how they
can use that to turn a profit.”’

Hayden said these gangs could find
ways to make use of even information
which at first glance might not seem
valuable to them.

‘“We saw an example recently
where a criminal gang managed to
access a hospital’s data systems and
extract a list of terminally ill pa-
tients,”” he said.

‘“That data was passed to another
group who put together a written
letter campaign to each person on the
list advising them of a particular cure
being developed and saying they could
be involved in the early testing. The
criminals managed to extract a lot of
money that way.”’

About Sophos

Established in 1985, Sophos
employs 1,800 staff globally
and is headquartered in Bos-
ton, US and Oxford, Britain.
More than 100 million users in
150 countries use Sophos solu-
tions as protection against
complex threats and data loss.

The company had been ser-
ving Irish-based organisations
for over 20 years in coopera-
tion with local distribution

partner Renaissance and a net-
work of resellers on the ground,
Hayden said.

“We have over 50 reseller
partners in the Republic and
sell to all industry sectors. Our
‘sweet spot’ is the ten to 5,000
user segment, as our products
are ideally suited to companies
without large and expensive
standalone IT security teams,”
he said.

Customers could choose the
support relationship which
best suited their own company

requirements, said Hayden.
“Customers would purchase a
solution from the reseller part-
ner and we supply the solution.
The customer then can decide
whether to contact the reseller,
Renaissance or our 24/7 ser-
vice for ongoing support,” he
said.

Hayden said that, unlike
some [T applications which
moved forward through peri-
odic new releases, security pro-
ducts needed to be updated
constantly. “Unlike other IT
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solutions which will only ever
change slightly over time, such
as Microsoft software for ex-
ample, the dynamic nature of
security threats means that
our products are being up-
dated daily to keep our custo-
mers protected,” he said.
“This means we need to be
close to our customers ever-
evolving needs — customers
are looking for more intelli-
gent, integrated, simple to use
security solutions across end-
point, mobile and gateway.”

www.pwc.com/ie

Secure your
business

From strategy to delivery,

PwC can help you minimise your
IT risks and protect you against
emerging risks in cybercrime,
mobile devices, social media
and cloud computing as well

The Integrity to expand in tough times

By Linda Daly

ecurity specialist In-

tegrity Solutions is

expanding with the

creation of five new
positions at its Dublin office.
The company also expects
staff numbers at its London of-
fice to rise from three to ten in
the coming year.

Eoin Goulding, Integrity’s
managing director, said the
company had undergone stea-
dy growth since launching in
2005. Its revenues for 2009 rose
by 65 per cent to top €7.5 mil-
lion and Goulding said he ex-
pected turnover for 2010 to
come in at about €8 million.

Established in 2005, Integ-
rity Solutions provides a range
of security services, including
analysis, policy design and in-
tegration, IT security audits,
authentication, regulatory
compliance and full-managed
security services.

Its workforce has grown
from three to 35 in the past six
years. Its approach is to evalu-
ate clients’ existing infrastruc-
ture and systems, identify gaps
and weaknesses in their secur-
ity systems and then find ways

to help them reduce risks and
meet compliance require-
ments.

Integrity’s managed security
service is scalable. This means
it can be extended to new staff,
divisions and activities as and
when it is needed. The service
includes a 24-hour monitoring,
reporting service, which is
available seven days a week.
The company uses the IT
search and analysis engine
Splunk, which allows it to in-
dex, search and report on IT
data as it happens or histori-
cally.

“We mitigate the risks and
threats, and provide real-time
reports. This allows businesses
to free up their resources,” said
Goulding, adding that this ap-
proach reduced the amount of
time it took to resolve pro-
blems. It feeds us real-time in-
formation where we can make
changes to the network if needs
be, so we basically become the
eyes and ears of clients,” he
said.

Goulding recommended
that cash-strapped companies
take a proactive approach to
protecting themselves against
potentially damaging and dis-
ruptive I Trisks.

“Often times, companies
have the solutions there, but

Eoin Goulding

they don’t monitor their sys-
tems because they don’t have
the skillset.

“A proper managed security
service can ensure that their
systems are constantly moni-
tored to prevent attacks,” he
said.

Firms are facing a rise in IT
security threats from both in-
ternal and external sources. In-
ternally threats could be both
pre-meditated and accidental,
Goulding said.

“Employees can steal data.
They can access sales and
CRM systems and leave with
your customers or steal credit

cards. On the other hand, they
can accidentally put a virus on
the system from their home
computer or mobile device
such as a USB key,” he said.

Data breaches are becoming
increasingly common as more
firms use mobile devices.
“Something as simple as losing
a device can lead to huge
costs,” he said.

Goulding warned compa-
nies to ensure the necessary se-
curity measures were in place
before buying into ‘cloud’
packages that delivered soft-
ware as a paid-for service over
the web. By not doing so, he
said unsuspecting companies
could face massive IT security
risks.

By implementing a mana-
ged security, Goulding said
companies could benefit from
reduced capital expenditure
and the cost of paying out for
their own IT infrastructure in-
house. They could also free up
resources by outsourcing and
using the services of full-time
security experts.

“By outsourcing repetitive
security monitoring and pro-
tection functions, businesses
can have their internal re-
sources focus on the more criti-
cal business initiatives,” he
said.

Contact:

Kieran Mongan
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bob.semple@ie.pwc.com
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Smart solutions for data protection

A clever strategy can help
companies avoid the costly threat
of data loss, writes Linda Daly

any orga-
nisations
continue
to adopt
tactical
and
costly IT solutions instead of
establishing an effective secur-
ity strategy that can deliver sig-
nificant cost-savings, a new
report from Pricewaterhouse-
Cooper (PwC) has found.

The firm’s CIO and CSO
2012 Global State of Informa-
tion Security survey reports
that just 43 per cent of firms
worldwide are implementing
effective IT security strategies.
Kieran Mongan, leader of in-
formation security advisory
services at PwC Ireland, said
firms must start to protect
their ITsystems and take [ Tse-
curity seriously.

“There’s a large disconnect
between IT security and busi-
ness. A lot of business stake-
holders are so focused on the
economic downturn and in
maintaining their business that
they’re not providing the ne-
cessary support to make secur-
ity effective,” Mongan said.

With companies holding in-
formation relating to personal,
financial and corporate data
and trade secrets, they have a
vested interest in keeping in-
formation secure.

Nearly 80 per cent of firms

report losing some form of
data through IT security
breaches. Yet funding of IT se-
curity has been at risk in the
current environment, with evi-
dence suggesting that certain
areas are showing signs of de-
gradation.

For example, the survey of
9,600 senior executives in 138
countries found that expendi-
ture on identity management
and business continuity/disas-
ter recovery were down 5 per
cent in organisations over the
past 12 months. “There is re-
luctance among management
to commit to security funds
even at the risk of degrading se-
curity further where there isn’t
a cohesive strategy,” said Mon-
gan.

Data breaches

Typically, data loss could
cost anywhere in the region of
€10,000 for small firms to €1
million-plus for large corpo-
rates, said Mongan. While
firms faced regulatory fines if
data breaches occured, typi-
cally in Ireland regulators wer-
en’t as aggressive in fining
organisations as in other parts
of the globe, he said.

However, there are non-tan-
gible costs such as the erosion
of public confidence in compa-
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Kieran Mongan, leader of information security advisory services at PwC Ireland

nies, the operational costs in
managing a security incident
and the time it takes to recover
systems. Mongan said that
firms should allocate 15 to 20
per cent of their IT budget to
security.

They can then evaluate their
return on investment by defin-
ing the key performance indi-
cators, and looking at the
number of security incidents
prior to adopting security mea-
sures.

Customer
demands

While many companies lack
a defined security strategy,
those that do say customers

free from
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are driving the agenda. Fifty
per cent of respondents said
that client requirements was
the top reason for implement-
ing information security sys-
tems.

Just 45 per cent listed ‘legal
and regulatory environment’
as the top priority.

“Organisations are recog-
nising they have a new relation-
ship with their customers and
many perceive that customers
now drive information secur-
ity,” said Mongan.

“Customers have the ability

to be heard around the globe
on social networking sites, and
can have a significant impact
on large institutions in an in-
stant. The rise of client require-
ment demonstrates the
continuing strategic impor-
tance and integration of the se-
curity department to the
business.”

Increased risks

The increase in cyber crime,
which Mongan attributed to
the economic downturn, is
also driving security strategies.
“Cyber threats tend to increase
during contractions in business
cycles. They tend to be more
adaptive and more pervasive.
When they come they tend to
stay with you a lot longer, and
have much more intelligence,”
he said.

As organisations open up
their networks to partners and
suppliers to allow exchange of
information, they are faced
with another security threat.

“Their partners and suppli-
ers may not have the cohesive
strategy that you may have.
You need to be aware of all of
the interfaces that you have.
You need to understand your
information flows.

“You need to understand the
type of information that’s tra-
velling across your network or
that’s being stored,” said Mon-
gan.

In this instance, service level
agreements (SLAs) must be
studied and contracts put in
place with robust penalty
clauses for those who don’t
have sufficient ITsecurity mea-
sures.

“You need to define your se-
curity requirements. You need
to monitor and scrutinise your
third party suppliers and cli-
ents. It’s important for the ex-
ternal parties to have the same
level of monitoring and audit-

ing of activities that you would
have internally,” said Mongan.

Emerging
technologies

In addition, there are emer-
ging risks associated with the
cloud, mobile devices, social
media and web-enabled tech-
nologies. Strategies that are in
place must include emerging
technologies and threats, ac-
cording to Mongan.

In the PwC survey, a dichot-
omy of views was found when it
came to cloud computing.
Some 54 per cent of respon-
dents felt their security had im-
proved because they’d made
the transition to the cloud
whereas 23 per cent said that it
had disimproved. “There are
key problems with the cloud
from a security perspective.
Cloud vendors often satisfy
themselves as to what security
is best for them, rather than
their customers,” said Mon-
gan.

“Customers need to be more
dogmatic and negotiate more.”
Mongan advised firms again
to negotiate and develop prop-
er SLAs that defined clearly
from the beginning what the
IT security requirements were.
“You can outsource the re-
sponsibility for control but you
cannot outsource accountabil-
ity,” he said.

The proliferation of mobile
devices such as smartphones is
also increasing risks for firms,
as many employees use them
without a clear internal policy
and end-user agreement.

Forty-three percent of re-
spondents in the PwC survey
have a security strategy for em-
ployees’ use of personal de-
vices, 37 per cent have a
security strategy for mobile de-
vices and 32 per cent have a se-
curity strategy for social
media.

Flexible working
putting firms at risk

By Gareth Naughton

s businesses become

more dependent on

technology for their

day-to-day opera-
tions, the challenge to make
their systems secure continues
to grow.

More and more firms are
equipping their employees
with portable devices such as
laptops and smartphones to
enable flexible working. Busi-
nesses are also utilising consu-
mer technologies such as social
networking sites to further
their business ends, and em-
powering their employees to
make use of these tools.

These developments have
brought with them new threats
to their [ Tsecurity. “We're see-
ing a huge increase at the mo-
ment in hand-held portable
devices such as smartphones
and laptops,” said Robert La-
nigan, security software sales,
IBM.

“While previously you could
draw a circle around the orga-
nisation and keep everything
inside, with people now walk-
ing around with hand-held de-
vices which have got huge
stores of information, mana-
ging those is becoming an in-
creasing challenge.”

Lanigan said a lot of laptops
were controlled and managed
adequately once they were
within the company network.
However, in today’s working
climate, he said they often left
the network. You have to make
sure the next time they come
back on the network the com-
panies’ policies and procedures
are being enforced,” Lanigan
said.

Having clear usage policies
and procedures for employees
was as vital as having the right
security technology, he said.
With the increasing prevalence
of social networking in busi-
ness, this is true now more than
ever.

“Through the use of these
social networking technologies
— Twitter, for example — infor-
mation can be very quickly dis-

Robert Lanigan, security software sales, IBM

seminated outside an
organisation that shouldn’t be.
Organisations need to have
specific policies and proce-
dures in place around how they
manage those social network-
ing capabilities.”

Lanigan categorised three
types of threats to an organisa-
tion’s I'T security: external, in-
ternal and reputational. The
external threat comprises at-
tacks like phishing and hack-
ing, which have shown an
increase in the last couple of
years with some high-profile
casualties such as Sony.

The internal threat comes
from employees accessing sys-
tems they shouldn’t have ac-
cess to and getting hands on
information they shouldn’t be
in possession of. The third
threat is the one to a company’s
reputation, which can be im-
pacted negatively by even a
small security breach.

Intrusion
prevention

One basic level of security
every organisation should have
to counter external threats was
to ensure they were using fire-
walls and intrusion prevention
and detection software, said
Lanigan.

Internally, all the different
user endpoints in a company,
such as desktops, laptops and

mobile devices, need to have
security capabilities like anti-
virus and anti-malware soft-
ware installed. Security
patches are a particular pro-
blem for organisations at the
moment.

“When Microsoft, for exam-
ple, discovers a vulnerability in
its operating system that is
being exploited, it needs to get
a security patch out to the end
user as quickly as possible. You
have to do it almost instanta-
neously. That’s a big challenge
and a lot of organisations are
struggling at the moment with
it.”

IBM has a team called X-
Force, which distributes virtual
patches to companies to keep
them ahead of anticipated
hacking threats. “Our team
will create a virtual patch to
deal with the vulnerability until
Microsoft or whoever releases
its security patch.”

Of utmost importance is to
have clearly demarcated roles
and responsibilities for em-
ployees in relation to accessing
and using IT systems. “You
would be quite amazed at the
number of organisations that
allow people access private in-
formation they shouldn’t have
access to.”

Lanigan said making your
ITsecure needn’t be an expen-
sive investment and typically
made business processes more
efficient.
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Unified solutions
make real sense

Irish IT firm
Renaissance
has
developed
security
systems to
ensure firms
are kept safe
in cyber
space, writes
Dermot
Corrigan

ast May, Irish IT
security solutions
and services distri-
butor Renaissance
entered a new dis-
tribution agree-
ment with Cyberoam, a
leading global unified threat
management (UTM) vendor.

Such UTM products offer
one easy to implement and
manage replacement for custo-
mers who might previously
have had a tangle of different
internet security products, ac-
cording to Michael Conway, di-
rector of Renaissance.
“Cyberoam is one box which
provides people with email fil-
tering, web filtering, VPN [vir-
tual private network] access
and also acts as a firewall,”
said Conway.

“That fits well within orga-
nisations which may have an
old-style firewall from a few
years back, a different email
filtering system and so on. De-
livering all these functions
from one piece of technology
brings down the total cost of
ownership and meets organi-
sations’ security needs much
better.” Such new generation
unified solutions were increas-
ingly popular due to the in-
creasingly sophisticated
nature of the IT security chal-
lenge facing Irish organisa-
tions, said Conway. “Eighty
per cent of malware attacks
now come through web-brows-
ing. A few years back people
were concerned about certain
dodgy sites, or a dangerous
email attachment,” he said.

“Now, commercial or other
normal legitimate sites can be
susceptible to malware attacks
and when you are browsing you
can be attacked without realis-
ing. Things like key-loggers
and trojans can be downloaded
automatically. These log the in-
formation you type in, such as
credit card information, and
pass that on to someone else.”

Intelligent
solutions

By implementing newer uni-
fied solutions, Conway said
companies could phase out
older systems that were not
geared today’s IT security
threats.

“A lot of organisations first
put in web-filtering solutions
some years ago. A lot of these
were based on simple categori-
sation, with good types of sites
and bad types of sites. They
were more productivity filters
than security filters. Those old-
er-style solutions do not offer
much protection against mal-
ware and newer type threats
which are evolving all the
time,” he said.

The latest security systems
are more intelligent and re-
sponsive. “Newer web-filtering
solutions look at the actual web
address you are visiting. They
use reputation filtering, so they
know whether each URL is
good or bad,” said Conway.

“As well as identifying cate-
gories of sites such as gambling
or adult content, it can look
within sites it allows and recog-
nise whether these apparently
good sites have been affected
with viruses or malware.”

These solutions use the
mountains of IT security data
collated daily by the larger se-
curity vendors. “The latest IT
security products are dynamic,
picking up threats on an on-

going basis. They make use of
what are called honey traps,
which constantly pick up infor-
mation all over the internet,”
said Conway.

“These communicate auto-
matically with your own sys-
tems so the updates do not
require any staff effort from
the client’s side. Clients effec-
tively now have access to a da-
tabase of threats, which is
updated in real time.”

Market evolution

Established as Renaissance
Contingency Services by Con-
way and Dennis Woods in 1987,
the company was the first anti-
virus solution provider in Ire-
land. It employs 11 staff at of-
fices in Dun Laoghaire.

Renaissance acts as a cen-
tral distributor, providing IT
re-sellers around the country
with security solutions in areas
including email scanning,
authentication, port protection
and encryption technologies.

It also offers support for the
development and implementa-
tion of business continuity and
IT continuity solutions for cli-
ents. Vendors with whom Re-
naissance has distribution
agreements in Ireland include
Sophos, M86, Cryoserver, Be-
yond Encryption, MX Sweep
and Celestix.

Conway said Renaissance’s
re-seller partners had adapted
their own offerings to deal with
the realities of the wider eco-
nomic climate. “There is now
very little margin in just selling
laptops or similar; they must
provide useful value-added
services and make sure they
keep their clients comfortable
and safe. We help them provide
full total cost of ownership so-
lutions which are relatively in-
expensive and are profitable
for the resellers to implement,”
he said. Advances in the deliv-
ery of security solutions — such
as new, emerging cloud-based
monitoring and management
systems — allowed Renaissan-
ce’s partners to offer clients va-
lue for money solutions, said
Conway.

“There is a lot more man-
agement of people’s environ-
ments using cloud-based
technology going on now. For
instance, a reseller might have
20 customers using Cyberoam,
and these can all be managed
and remotely monitored from
one control panel,” he said.

“We have also deployed
some other cloud-based tech-
nologies, such as archiving and
mail-filtering, which also allow
our resellers deliver services to
their clients in a very cost-ef-
fective way.”

Advice

IT security could be a big
concern for companies forced
to cut back on their IT team
during the downturn, Conway
said.

“ITsecurity is more impor-
tant now in some organisations
because people are now very
tight on resources. If a staff
member leaves an organisa-
tion, you might not have the le-
vel of expertise or flexibility in-
house that you had previously.
Everything is so tight now that
nobody can afford any glitches.
They need to be a bit more
proactive now in terms of how
they protect themselves.”

Conway warned managers
not to just assume that because
they had once bought an ITse-
curity solution — perhaps
something which came
bundled with the hardware ori-
ginally — they were therefore
completely safe.

“If someone buys a security
solution and plugs it in and just
leaves it there, with no mainte-
nance or updating, you are
very exposed. You are living
with a false sense of security —
it’s a bit like someone saying, ‘1
got my house insured years
ago, but I never renewed or up-
dated the policy’. Tens of thou-
sands of new threats are
coming through the vendors’
integrated threat laboratories
each day,” he said.

The increasing role of ITsys-
tems as the vital backbone of
all operations within the orga-
nisation meant even short
losses of access to information
or applications could have very

serious business consequences,
said Conway. “IT infrastruc-
ture is now absolutely a key
part of many companies’ key
business. The level of interrup-
tion they can survive is getting
shorter and shorter. Organisa-
tions need to have their email
systems up, their applications
running and full access to the
internet,” he said.

Conway advised companies
to make sure they sought pro-
fessional help should their sys-
tems go down unexpectedly.
“If you have a failure due to
some kind of attack, such as
malware or virus, you cannot
just restore it as it was, you

must sort it out before you can
bring everything back up, so
the ability to react quickly, and
deal with customers’ problems,
is key.” IT security concerns
would continue to be impor-
tant into the future, particu-
larly as staff became more and
more mobile, said Conway.

“You can now bring your in-
ternal corporate security sys-
tems and policies into a
mobile environment. When a
laptop or smartphone uses a
public wi-fi network every-
thing is referred back through
a proxy in your own organisa-
tion to make sure you are pro-
tected.”

SUSAN JEFFERIES

Michael Conway, director of Renaissance: ‘Older-style solutions do not offer much protection against malware’
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The changing face of IT hacki

By Niall Byrne

he image of the IT

hacker as a geeky

teen no longer

holds true, accord-

ing to Tim Quan,

enterprise security
manager, Unity Technology So-
lutions. Quan said the hacking
community had evolved to in-
clude clever white-collar crim-
inals facing little threat of ever
being caught.

Popular cyber-criminal tac-
tics include the harvesting of
credit card numbers. This can
be done using rogue fixed and
wireless devices, which are
classified under a target com-
pany’s name and attached to
legitimate networks.

Spam blasting to hundreds
of thousands of harvested
email addresses is also popu-
lar. This required just a small
percentage of recipients to
make the crime pay and the
cost to the instigator was low,
Quan said.

“Typically, they will blast a
share and generate a run on it
while having bought low and
sold high, and the company
owners will frequently know
little or nothing about it, and
are pretty powerless to counter
it,” he said.

“It is a safe criminal activity
but a good spam handling ap-
pliance or service will look at
this type of activity and refer-
ence it correctly as spam, and
will drop the inbound mail
connection attempt, thus nulli-
fying the profitability.”

SMEs also run the risk of
having their PCs or servers

Tim Quan, enterprise security manager, Unity Technology Solutions. Right: Colm Lennon, security service manager, Unity Technology Solutions

used as drones or zombies by
criminal who secretly access
and use them to launch an un-
detectable distributed attack
on a target.

“These malware code
strings can be prevented from
‘calling home’ by use of a de-
tection service which spots
and blocks their intentions, ef-
fectively nullifying the in-
tended objective,” said Quan.

He said few SMEs had these
services in place, relying in-

stead on low-cost firewalls and
basic — sometimes free — anti-
virus software, which was often
the source of the bad code in
the first place.

Apart from external threats
from dedicated cyber-crim-
inals, bad company practice is
another major challenge for
businesses. Combating this re-
quires a holistic awareness to
security.

“The single biggest threat to
an organisation is the insider

threat, which is a trusted user
within an organisation circum-
venting established security
controls,” said Colm Lennon,
security service manager,
Unity Technology Solutions.

Lennon cited an example of
a hospital employee accessing
the admission records of a
neighbour they recognised in
the waiting room.

“This information can be
passed on verbally to an un-
authorised person with no mal-

icious intent.

However, the effects are that
the hospital security controls
have been circumvented and
the privacy of the patient brea-
ched,” he said.

There is also the risk that
sensitive company information
will be emailed to an unse-
cured web account or copied
to a USB drive.

In many cases, this is not
malicious activity, but simply a
need for the user to copy infor-

S

mation to an external source so
it can be accessed from outside
the office.

However, without effective
security controls, the sensitive
information left the organisa-
tion where the risk of un-
authorised access increased,
Lennon said.

The organisation cannot
guarantee the information is
adequately protected once it
has left the environment and
this can lead to data projection

- B

breaches which can have both

reputational and financial im-

plication for an organisation.
Common controls to reduce

the risk of insider security

breaches include:

M the establishment of a com-

prehensive security policy;

W an awareness program that

reinforces the consequences of

non-business access;

M 2 monitoring tool to analysis

activity on an ongoing basis;

M an investigative function to

ng

SUSAN JEFFERIES

resolve suspect activity; and
M a disciplinary component to
hold violators accountable.
For external threats, good
access control policy and effi-
cient network mapping will
help companies to detect rogue
devices, having first locked
down all legitimate devices.
Good fixed network and
wireless network intrusion pre-
vention services will offer
greater assurances of data in-
tegrity and retention.
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Have some cloud control

By Gareth Naughton

ompanies need to

reinvent the way

that they approach

IT security as they
move into the cloud or run the
risk of exposing their business
to unnecessary danger.

Anthony O’Mara, senior
vice president of cloud security
firm, Trend Micro, said that
while cloud computing was an
exciting development with
huge potential, it should be ap-
proached with due caution.

“Cloud computing is a very
positive, disruptive influence
in the way we can do business
today. However, as with any-
thing disruptive it can also cre-
ate opportunities for the less
savoury elements in our so-
ciety.

“So, to make sure that we
can take advantage of the full
benefits cloud computing can
offer it is necessary that we are
not just as diligent but more
sensitive to the security threat
than we have been for earlier
computing platforms,” he said.

Trend Micro has been at the
forefront of cloud security since
its inception, developing pro-
ducts in the space well before
its competitors and is now the
world’s leading cloud security
provider.

The company employs more
than 220 people at its EMEA
operations in Cork with plans
to rapidly expand the work-
force over the next year.

Rik Ferguson, director of se-
curity research and communi-
cation with Trend Micro
EMEA, believes the industry
as a whole needs to see the ex-
pansion of the cloud as an op-
portunity to develop new and
innovative products.

“We are working in a com-
pletely new architecture right
now and we, as the security in-
dustry, have to be willing to
take a step back, look at what
we have done historically and
say: ‘okay that was then, this is
now and we may need to re-en-
gineer something from the
ground up in order to make it
not just compatible but more
effective’.

“It is about looking for the
opportunities that technologi-
cal advancement offers us in-
stead of looking for the
quickest way to make money
out of it,” said Ferguson.

The normal approach to ser-
ver security is no longer applic-
able in a world where
companies are storing and ac-
cessing information and soft-

Anthony O’Mara, senior vice
president, Trend Micro

ware on virtual servers which
may not even be housed in
their own premises.

“Traditionally, we have al-
ways designed security from
the outside in. We have always
imagined an attacker on the
outside, so, we build a strong
perimeter with Firewalls;
maybe some intrusion preven-
tion stuff; content scanners
and then some security tech-
nology on the servers and se-
curity technology on the end
point,” said Ferguson.

“It has always been built in
layers from the outside toward
the centre. But in a virtualised
world, and definitely in the
public cloud scenario, we need
to design security from the in-
side out.”

The first step is to secure the
data itself by ensuring that
everything sensitive is en-
crypted and that only you have
the keys to that data, especially
in a shared storage scenario on
a public cloud.

“That is right at the centre of
your model and, then, we need
to make sure that we secure the
perimeter of each individual
virtual server because they are
going to be in a shared environ-
ment whether inside your busi-
ness or in a public cloud with
other businesses.

“The only perimeter over
which you have any control is
the perimeter of your own ma-
chine,” he said.

“It is about installing effec-
tive firewalling and intrusion
prevention technology at vir-
tual machine level and making
sure that the perimeter of your
virtual machine is as secure as
it can possibly be. Only that vir-
tual machine should be able to
access your encrypted data —
you can’t even share those keys
with your cloud provider be-

cause they shouldn’t have ac-
cess to your data.”

While the positives of public
and private cloud computing —
the ability to house all your ser-
vers on one machine cutting
down on costs, being more en-
vironmentally efficient and al-
lowing staff to access virtual
servers from anywhere in the
world — companies need to be
aware that it presents a new se-
curity challenge.

“It is the same threat, but
differently applied. In the past,
one compromised server may

have been used to launch at-
tacks against other networks —
to bury deeper into the net-
work, but traditional technol-
ogy was designed to cope with
that,” said Ferguson.

“When you move into a vir-
tualised scenario, traditional
technology falls down. If one
of your virtual servers is com-
promised either as a result of
an external intrusion, malware
or whatever it may be, it could
be used to launch attacks
against other virtual servers
hosted on the same machine.”
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For security, get your cards in order

Credit card data security is
becoming an increasingly
important consideration for
businesses in all sectors,
writes Dermot Corrigan

Il Irish busi-
nesses must be
aware of their
obligations un-
der the recently
introduced Pay-
ment Card Industry (PCI) data
security standards, according
to Angela Madden, managing
director, Rits Information Se-
curity Specialists.

PCl is an industry standard
introduced in 2006 to harmo-
nise security standards for
credit card data across all in-
dustry players, including finan-
cial institutions and individual
merchants. No Irish company
handling credit card transac-
tions could afford to ignore
these regulations, Madden
said.

“Anybody who stores, pro-
cesses or transmits credit card
information must comply with
these PCI data security stan-
dards. Depending on the vo-
lume of trade you are involved
in or the services you provide,
there are various levels to com-
ply with. Vodafone would be a
level one given the volume of
credit card transactions it does,
whereas a local flower shop
would be a level four,” she said.

Madden said that a number
of steps were involved in be-
coming fully PCI compliant.
“Companies have to complete

a quarterly vulnerability scan
on the IT infrastructure used
to either process or transmit
their credit card transactions.
They also have to complete a
self-assessment questionnaire.
If these obligations are not ful-
filled, the banks impose hefty
fines,” she said.

The banks that enforce these
standards were increasingly
ensuring that smaller compa-
nies followed the correct pro-
cedure, said Madden.

“Previously, many of the
major banks have been focus-
ing on level one and level two
merchants, but now we have
seen a bigger move towards
getting the level threes and four
merchants compliant. Until
now there was not much
awareness of what was in-
volved among these type of
businesses,” she said.

Support

Madden said only PCI-ap-
proved consultants such as
Rits could ensure businesses
were compliant with the regu-
lations. “We are one of a hand-
ful of QSAs [Quality Security
Assessors] who are certified
by the PCI council to help peo-
ple do their audits and become
compliant. We are getting more
and more people asking us to

Angela Madden, managing director, Rits Information Security Specialists

help them through the pro-
cess,” she said.

The preparation involved
depended on the size of com-
pany and complexity of the cli-
ent’s I'T systems, said Madden.
“For the largest organisations
it could be a year-long process,
until all the necessary controls
are put in place. We would sit
down with them and do a gap
analysis, looking at where they
are and what they need to do to
become compliant. Your re-
ceptionist might never see a

credit card, but the PC on his
desk must be appropriately se-
cured,” she said.

“We might come in for a few
days and do a project plan,
which they could then imple-
ment internally using their
own people and we would
come back later and ensure all
had been done correctly.”

“With SMEs it can usually
be done in a day. For small
shops who just have the little
terminal on their counter it is
much easier — we just help
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them fill out the self-assess-
ment questionnaire and put it
into plain English for them.”

Flirting with disaster

Companies skimping on
their IT security spend were
flirting with disaster, said Sean
Reynolds, founder and chief ex-
ecutive of Rits. “Some people
see [T security as a discretion-
ary spend and are backing
away from it,” said Reynolds.

“They are reducing the pro-
tection they have, or taking a
chance and not having it at all.
However, just because you
have not been compromised or
your systems have not melted
down yet does not mean it will
not happen in the future. The
more you can do to minimise
that sort of exposure, the bet-

downturn meant that compa-
nies were even more at risk of
ITsecurity breaches — and sub-
sequent business failures —
than they were during the
boom times.

“Problems have come with
the downturn which are unique
to this particular economic en-
vironment. You see people, in-
cluding both employees and
management, taking risks
which they would not have
done in the past. This can lead
to some very serious security
breaches,” he said.

Larger organisations in par-
ticular must protect them-
selves from potential data
losses when disgruntled em-
ployees left the company, said
Reynolds.

“Some people being made
redundant are taking the op-
portunity to steal information
which they feel they are en-
titled to, although they are not.
We have worked on a case
where a client was blackmailed
by former employees who had
taken information with them
that they should not have. Staff
would typically never have
considered doing this in a more
normal situation,” he said.

Two-pronged
approach

Dealing with this new envir-
onment required a mixture of
strong policies and smart tech-
nologies, said Reynolds. “At a
minimum you must have a set
of rules which everyone knows.
Thereafter you need a set of
technologies which compart-
mentalise the data, so that no-
body can easily steal your
organisation’s business critical
information,” he said.

Reynolds said that there
could be some initial push-
back from individual staff as
these measures were intro-
duced, but in the long run most
saw the importance of keeping
security as tight as possible.

“The first time they encoun-
ter a security partner such as
ourselves there is a steep learn-
ing curve. Invariably there is
resistance initially as they have
their own set way of doing
things. However, once you
show them the issues involved,
they are converted and there-
after always write secure
code,” he said.

Relationships

Established in 1990 by Rey-
nolds, Rits provides high level
IT security consultancy ser-

vices across a broad range of
specialist areas such as compu-
ter forensics, vulnerability test-
ing and the development of IT
security policy and strategy.

Its clients include govern-
ment departments, semi-state
bodies and enterprises across
the utilities, financial services,
healthcare, pharmaceuticals
and IT sectors. “With our lar-
ger enterprise and government
clients it is always a relation-
ship-based arrangement. That
is how we operate — we provide
a service where they can call us
at 2am in the morning if there
is a problem.

“With our clients it is a part-
nership; we are an independent
adviser, and do not push a par-
ticular vendor or product line.”

Future plans

The company employs 14
people, with the majority based

at its headquarters in Citywest
Business Campus on the out-
skirts of Dublin.

“We are hoping to add to the
team in the coming months; at
the junior level and also on our
senior consulting team. We are
looking to bolster our strength
in areas such as PCI standards,
forensics and other strategic IT
security areas,” Reynolds said.

Reynolds said the company
was also currently evolving its
service offering to customers.
“We are modifying the way we
operate and looking for econo-
mies of scale in our own busi-
ness. We have cut away some
of the commodity-type opera-
tions to concentrate more on
the service end of the market
and ensure we provide a Rolls-
Royce premium standard of-
fering. “Over the next six
months we will be adding new
web-based services, particu-
larly targeted at the SME sec-

tor,” he said.

“We are hoping to add to the
team in the coming months; at
the junior level and also on our
senior consulting team. We are
looking to bolster our strength
in areas such as PCI standards,
forensics and other strategic IT
security areas,” Reynolds said.

Reynolds said the company
was also currently evolving its
service offering to customers.
“We are modifying the way we
operate and looking for econo-
mies of scale in our own busi-
ness. We have cut away some
of the commodity-type opera-
tions to concentrate more on
the service end of the market
and ensure we provide a Rolls-
Royce premium standard of-
fering.

“Over the next six months
we will be adding new web-
based services, particularly
targeted at the SME sector,”
he said.

Protecting your network
from the threat inside

How to turn risk into productivity

hanks to mobile de-

vices, such as Black-

berrys, iPhones and

iPads, your employ-
ees are able to work any-
where, anytime, and ensure
productivity levels while
away from the physical of-
fice. However, a myriad of
new threats to the business
network have been created
by those “on the inside”, as a
result of this process of “con-
sumerisation.” As employees
connect their own devices to
the network enterprises must
consider the impact on their
ITsecurity. At its core, consu-
merisation describes how in-
novation in information
technology now emerges pri-
marily in the home and how
it is adopted (some would
say invades) in the world of
work.

Recent technological in-
novations haven’t just shifted
the goalposts; they have
changed the game plan en-
tirely. Data costs both for
broadband and for 3G access
have tumbled; unlimited use
packages are now the norm.
The advent of the iPhone
turned device selection into
a consumer-driven choice
and the success of Android
has amplified that. The suc-
cess of the iPad has meant
that the laptop is being rele-
gated to the status of the
desktop. Cloud services such
as Twitter, Facebook, Google
Apps, Amazon Web Ser-
vices, and Apple’s iCloud
have pushed the collabora-
tion and communication
platforms outside the corpo-
rate perimeter and into the
hands of the user.

Employees increasingly
expect our work environ-
ment to be available on-de-
mand and visible from
wherever we are, whatever
the hardware we choose to
use; in fact this is one of the
key defining characteristics
of cloud. File-sharing ser-
vices, virtual server availabil-
ity, social networks, blogs,
wikis, instant messaging
public hotspots, low cost mo-
bile internet, high-perfor-
mance hardware,
collaboration environments
these all mean that external
is the new internal. It is en-
tirely possible, with a combi-
nation of these consumer
services, for an employee to

sit in your head office, never
once connect to the corpo-
rate network and still have
access to everything they
need to do their job effec-
tively.

Is your enterprise
blind?

So when employees access
their corporate email from a
3G tablet using a web inter-
face and use a public file
sharing service to synchro-
nise their files; when those
employees laptops are left
chained to their desks and
their work life is mobile;
when they use public social
networks for professional
networking and never con-
nect to the VPN; does your
enterprise just go blind? And
is that employee sitting in
your head office inadver-
tently creating a technology
threat that your business just
won’t see coming?

A strategy that
differentiates

The answer on both counts is
no — aslong as your organisa-
tion has a robust consumeri-
sation strategy. This means
the ability to manage any de-
vice that connects to corpo-
rate assets over public
networks such as 3G. To fo-
cus on connection to the en-
terprise network is no longer
sufficient. Your consumeri-
sation strategy needs, for ex-
ample, to be able to remotely
differentiate the corporate
from the personal content on
user-owned devices (consu-
merisation is about so much
more than the device your
employees choose to use.)
Access to information and
services both internally and
externally needs to be re-ex-
amined in the face of this
crumbling perimeter.

Your business needs to ac-
knowledge the reality that is
already upon it. As was
pointed out in a study by the
Economist Intelligence Unit
back in 2009 “much educa-
tion, training and organisa-
tional experimentation is
needed to ensure that greater
technology freedom does not
sap productivity or cause da-
mage to the company. The
sooner that firms begin to
tackle this, the sooner the

benefits of technology de-
mocracy will start to flow”.

Where can | learn more
about consumerisation
and how it affects my
business?

Trend Micro has a compre-
hensive range of solutions to
help ensure that consumeri-
sation becomes a byword for
productivity — rather than
shorthand for a security risk
—in your business.

These include:

B Mobile Device Manage-
ment and Mobile Device Se-
curity. Available for almost
any mobile operating system,
Trend Micro Mobile Security
manages and secures smart
phones and tablets, including
those based on Android,
BlackberryOS, and Apple
iOS.

B Light & Lean Endpoint
Security protects PC and
Mac with the industry’s light-
est, yet fastest and most effec-
tive threat protection suite.
W Data protection. Trend
Micro provides end-to-end
protection for data, whether
it’s at rest, in motion or in use.
B Enterprise applications
on the Web and in the cloud.
Trend takes customers
through the virtualization
journey from server virtuali-
zation, through desktop vir-
tualization to cloud
computing, securing users,
protecting applications and
maintaining privacy and in-
tegrity of corporate informa-
tion.

M Threat Discovery and
Threat Information Man-
agement. Trend Micro’s non-
intrusive, out-of-band net-
work over-watch technology
identifies rogue devices and
pinpoints the sources of dan-
gerous or malicious traffic,
so administrators can take
charge.

To learn more about how
Trend Micro can work with
your enterprise to protect
and manage your IT security
with innovative solutions
and products, please visit
www.trendmicro.ie or con-
tact us on 021-7303000
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